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1 Safety

Read hardware manuand quick start guides

ThenVentSCHROFE&uardian Management GatewdylPDUare intended to be installed and
maintained by qualified and trained personnel in compliance with local and national electrical
codes and safety regulations.

The hardware descrifin and the corresponding safety instructions are not scope of this manu
Before initial operation, read theesp.manuask.

Before using the devices, check connectors and electrical cables. All connectors and cables
designed and rated in aordance with the technical data.

1.1 Intended Use

ThenVent SCHROBuardian Management Gatew&yan environmental monitoring platform designed to sense, track,
store and alarm health and security parameters in add¥acenter infrastructure.

The heart 6the platform is a compact control unit with just 1U in height/depth and 250 mm in width, it can be installed
Fa Mdopé dzyAld 2N AyG2 Fye @FAtloftS aLlk oS Ay | RIFEGF OSy
TheGuardian Management Gatewaffers three sensor management ports with eachtdmeing able to monitor up to

16 sensor devices with a total cable length of 40 meters per port, allowing a €ngteian Management Gatewamit
to monitor multiple racks or complete rack aisles.

Besides monitoring physical parameters like temperaturamidity, smoke, door status or water intrusion, the
Guardian Management Gatewagn also monitor Schroff RackChiller andRbw Coolerg with an easy plug and play
installation.

Setup of the Guardian Management Gatewayith security features, sensor ciguration, user management, alarm
and log management can easily done through a built in Web Interface.

Main access to th&uardian Management Gateway through the 1GBE Network interface, supporting industry
standard protocols like SNMP, SMTP, HTTRSh&AModbus/TCP and HPI.

Features:

Data Center environmental monitoring platform

Compact Design, fits anywhere in a data center rack

Auto orientation LCD Touch Display

Web browser GUdr Command Line Interface (Cldi) setup and maintenance.

Three managment ports to connect external sensors and Modbus devices

Up to 16 sensors/Modbus devices per management port with a cable length of 40 m
Supports Industry standard network protocols (HTTPS, SNMP, SMTP, Modbus/TCP)
BACnet support

AWS support

= =4 4 A -8 A -8 - -2
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2 Product Overiew Guardian Management Gateway

2vpe Usgp

USBType Anterface 2

USBType Anterface 1

USBType Binterface (Console

Sensor Ports

Ethernet Interface

Touch Display

RESET Button

©| 0| N| O

Mounting Brackets
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12 VDC Power Input
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2.1  Guardian ManagemenGatewaylnterfaces

Web

Power
u o Usp  Serial | Chcnet
SNMP

Modbus/TCP

§ti_cL_< Console CESET
SMTP
" g SSH Console G Button

ETHERNET

D L ¢ O * \:/"’; ; MAIN MENU  (2)
Usg 2 n en

12VDC {&) il
|:| n LA .’@ & VAL
@ — -
EI —
Guardian

C) Management Gateway
R MANAGEMENT

FORT 2 PORT 3

Temperature T T T Touch Screen
o — ﬁ'& Motion Detection

Humidity ——
— D Contact Closure (door)

Smoke

-

e

| Water Leak

_—=

4

Airflow  ——

=
Pressure

L Modbus/RTU

TheGuardian Management Gatewayovides the following interfaces and connectors:

M TypéBinterface (Console)

o ZafdyMadbdsldevicenterfaces (RJ45)

H TypgAinterfaces (USB 1 and USB 2)

M 9QUKSNYy 3% AYyGaSNFIFOS oww

M [/5 (2dzOK RA&LJX I &

M t26SN] . I NNBt /2yySOG2NI Hdomkpdp YYZI FSYILES
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3 Installing and configuring

This manual describes how to operate and configure tBaardian ManagemenGateway via the
web interface.

Advanced users can operate and configure tBeardian ManagemeniGatewayusing a terminal
program via the command line interface.

A User Maual with the Command Line commands is available on request under order nunj
63972385.

For rack mounting and first steps, see the quick start guidederno.: 63972380

3.1 Connectto Network

3.1.1 Wired Connection td_ AN

To make a wired connection insert a network cable with RJ45 connietbdahe socket labééd "Ethernet'and connect
the other end to your network devic@nce you have a wired connectigmgu can use the Command Line Interface (CLI)
or the Web Interface to access ti@uardian Management Gateway

3.1.2 Serial Interfacevia USBTypeB Connector

To use a Command Line Interface (®la)the serial interface, connegbur computerto the USBTypeB connetor
labdled "CONSOLE

10
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4 Setting upGuardian Management Gateway

After the Guardian Management Gateway installed and connected to the network,user can us€ommand Line
Interface (CLIpr Web interface to connect and start communicating with it. Fatttthe user should know the IP
address of theGuardian Management Gateway

By default, the Guardian Management Gateway is configured to obtain its IPv4 address frg
DHCP server.

A DHCP server can be configured either to give the IP address Gusndian Management Gatewdyom a dynamic
pool (in which case it is not known in advance) or to assign a static IP address based on the MAC add@ssuafitme
Management Gateway

In any case, the assigned IP address can be lsg@nessing the NETWORHtton on the LCD screen of th@uardian
Management Gateway

MAINMENU (S  Net Config

IPv4 address: AN
169.254.38.131 .

&  Net Config

IPv6 addresses: A
fe80::70e3:cdff:fed47:710
/64

(static)

IPv4 gateway:
N/A

SYSTEM NETWORK ALARMS

“gs
MAC address:
72:E3:CD:47:07:10 v

Host name:

IPv4 DNS:
127.0.0.1 .
imx6sxpdu v

Assign static IP address
To assign a static IP addresomplete the following steps:
f  Connect your computertothe USB LJ2 NIi f | 6 St ft SR éVUBBB{cdable.9 ¢ SAGK Ly | {
1 Determine COM portassigned by your computer tthe USB Seriatonnection(Control PanelA SystemA
HardwareA Device Managef Ports > USB Serial Port).
1 Open aterminal program (e.g. PuTTY) Sexial line to the assigdeCOM port(e.g. COM), the Speed to 115200
and theConnection type to Serial
T [23 Ay & aGFRYAYE
tFA3362NRY 4Gl RYAy§
1 Assign the IPv4 configuration attributes for the network interface with CLI by entering the following command:
netconf ip <interface> <ip_address>/<mask> [<ipv4_gateway>]
- <interface> is the nameof the adapter (ethO)
- <ip_address> is the IPv4 address assigned to the interface, in the dedimiahotation

- <mask> is the subnet mask as the number of significant bits; the address with mask may look like
10.183.7.110/24

- <ipv4_gateway> is the default geeway address in the decimdbt notation, it is optional here.

==

Example:

netconf ip eth0 10.183.7.101/24 10.183.7.249

11
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E# COM3 - PuTTY - ] X

To communicate with th&uardian Management Gatewanging CLI or Web interface, the user
should know a user name and the correspamgdpassword. By default, two users are created:
admin (passworddadmirg) with administrative privilegeand

user (passwordiuselg) with normal user privileges.

Additional configuration of users can be done after logging in as admin. For security raagong
password for the admin and usshould be changed as early as possible.

12
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5 Getting Started

51

To log in to theGuardian Management Gatewarsing the Web interface, open th&eb browser and point it to the
Guardian ManagemerBatewaylP address. The logdialog box appars:

Log in using the Web interface

admin|

User Name:

Password: escee

G§KS dzaSNJ yI YS

' FGSNI SyGSNAy3 FYR LI aa62NRX | yR LINBaaa

A

GuardianManagementGateway: 10.183.7.101 52

USER MANAGEMENT v

nvent

DEVICE SETTINGS s  MAINTENANCE » ABOUT LOGOUT = ALARMS

EXPLORER < Sensors +

a Guardian Management Gateway
. @ Managed Sensors O RID © Resource Name MNumber = Mame Type Value State LCr LMj LMn UMn UMj UCr
- 3 MANAGEMENT PORTS 7 & ar
4 25~ Modbus
4 | Schroff IRC/2:1 (A Cantral) O 0 Managed Sensors 2 Rack 1 Humidity ~Humidity 345% 00 00 00 1000 100.0 100.C ~
f4i Controls O 0 Managed Sensors 15 Schalerblau  Other FRU ON
SRR O oM d5 16 Te t e i 271°C 128.0 -128.0 -128.C 1280 128.0 128.(
B ' Schroff ROC/9-1 Manage ensors emperature emperature = = =
f4f Controls O 1000 THD-Sensor 1381803 1 Humidity Hurmidity 345% 0.0 00 00 100.0 100.0 100
Grsensors | 1000 THD-Sensor 1381803 2 Front Door Rack 4 Other FRU ON
a | SHX30/3:5
144 Controls O 1000 THD-Sensor 1381803 3 Digital Input 2 Other FRU ON
@rsensors O 1000 THD-Sensor 1381803 4 Temp Rack 4 Temperature 271°C ~128.0 128.0 128 1280 1280 128
=1 ICB
“ ", O 1001 1-wire Sensor 138130 1 Humidity Humidity 343% 0.0 0.0 0.0 100.0 100.0 100.
1+ Controls
.QSQnsms O 1001 1-wire Sensor 138180 2 Digital Input1 Other FRU oM
] 1001 1-wire Sensor 138180 3 Digital Input 2 Other FRU OFF
O 1001 1-wire Sensor 138180 6 Temperature Temperature 26.4°C -128.0 -128.0-128.C 128.0 128.0 128.0
O 2002 Schroff IRC/8:1 (A Co 1 Air O Coil Tempel Temperature 23.9°C -128.0 -128.0 -128.C 128.0 128.0 128.(
O 2002 Schroff IRC/3:1 (AV Co 2 Air On Coil Tempe Temperature 24.1°C -128.0 -128.0 -128.0 128.0 128.0 123
O 2002 Schroff IRC/8:1 (A Co 3 Cabinet FrontRoo Temperature 0.0°C -128.0 -128.0 -128.C 128.0 1280 128.(
O 2002 SchroffIRC/E:1 (AV Co 4 Requested Fan Sg Cooling Device 274 %
O 2002 Schroff IRC/3:1 (AV Co 5 FanSpeed1%  Cooling Device 20.9% v

* User admin | @.Connected as Smrc00001 |

5.2

To change theassword for theurrentuseE Ay @2 1 S
ThedCHANGE PASSW@RDRA | £ 23 |
times):

Change Password
i KS USERMANAGERIENSTR YR/ Mt ¥a 82 NR ¢
LIJSFNBRXI Ay 6KAOK (KS dzaSNJ akKz2dzZ R

CHANGE PASSWORD

Old password:
New password:

Retype to check:

The password will be changed.

13
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5.3 HTTPS Connection

LGQa Liesdtablistd & Securé HTTP (HTT&B)nection to theGuardian Management Gatewayowever the
certificate that is originally installed on thBuardian Management Gateway selfsigned, and a warning like this is
issued when the connection is established:

A

Your connection is not private

Attackers might be trying to steal your information from 80.240.102.34 (for example,
passwords, messages, or credit cards). Learn more
NET:ERR_CERT_AUTHORITY_INVALID

[ Help improve Safe Browsing by sending some system information and page content to Google.

Privacy policy

HIDE ADVANCED) Back to safety

This server could not prove that it is 80.240.102.34; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 80.240.102.34 (unsafe)

To get rid of this warning, isinecessary to install a properly signed SSL certificate oGtizedian Management
Gatewayf A G A& GKS dzaSNDa NBalLRyaroAtAide (G2 206Gl Ay adzOK

14
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6 Web hterface GUI

Overview

Device Name

IP Address

GuardianManaQementGateway 10.183.7.10

R EMENT ~ DEVIC

EXPLORER
Guardian Management Gateway
(@) Managed Sensors
MANAGEMENT PORTS
4 ;o> Modbus
4 | SchroffIRC/8:1 (A Control)
{4fcontrols
{»Sensors
4 | SchroffRDC/9:1
{4f Controls
{}Sensors

‘TiEE pane

{}Sensors
4 = ICB
4§ contrals
(D Sensors

In

v MAINTEN

Sensors

u

ooy oo oo™

RID

o o o

1000
1000
1000
1000
1001
1001
1001
1001
2002
2002
2002
2002
2002

Resource Name

Managed Sensors

Managed Sensors

Managed Sensors

THD-Sensor 1381803
THD-Sensor 1381803
THD-Sensor 1381803
THD-Sensor 1381803
1-wire Sensor 138180
1-wire Sensor 138180
1-wire Sensor 138180
1-wire Sensor 138180
Schroff IRC/8:1 (A& Co
Schroff IRC/8:1 (& Co
Schroff IRC/8:1 (& Co
Schroff IRC/8:1 (A Co

Schroff IRC/8:1 (A Co

Number

n

15
16

o of@ o 2 & W N =

m s w N

Klick on logo to open the

Name Type Value
© Al
Rack 1 Humidity Humidity 345%
Schalter blau Other FRU
Temperature Temperature 271°C
Humidity Humidity 345%
Front Door Rack 4 Other FRU .
ooz DBASOT list
Temp Rack 4 Temperature 271°%C
Humidity Humidity 343%
Digital Input 1 Other FRU
Digital Input2  Other FRU
Temperature Temperature 264°C
Air Off Coil Tempe: Temperature 239°%C
Air On Coil Tempe Temperature 241°C
Cabinet Front/Roo Temperature 0.0°C
Requested Fan Sg Cooling Device 274%
Fan Speed 1% Cooling Device 209 %

State

ON

ON

ON
OFF

support web page

LCr LMj LMn UMn

00 00 00 1000
-128.0 -128.C -128.C 128.0

00 00 00 1000

-128.C -128. -128.C 128.0

00 00 00 1000

-128.0 -128. -128.C 128.0
-128.C -128.C -128.C 1280
-128. -128.C -128.C 128.0
-128.0 -128.0 -128.C 128.0

UMj

100.0

128.0
100.0

128.0
100.0

128.0
128.0
128.0
128.0

ucr

100.

1280
1000

1280
1000

128.0
1280
128.0
128.0

15
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6.1.1 Overview tree pane
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