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This document is furnished under license and may be used or copied only in accordance with the terms of such license. The content 
of this manual is furnished for informational use only, is subject to change without notice, and should not be construed as a 
commitment by nVent. nVent assumes no responsibility or liability for any errors or inaccuracies that may appear in this book. 

Except as permitted by such license, no part of this publication may be reproduced, stored in a retrieval system, or transmitted, in 
any form or by any means, electronic, manual, recording, or otherwise, without the prior written permission of nVent. 

The Schroff Guardian Management Gateway uses an implementation of the MD5 Message-Digest algorithm that is derived from 
the RSA Data Security, Inc. MD5 Message-Digest algorithm. 

All nVent marks and logos are owned or licensed by nVent Services GmbH or its affiliates. All other trademarks are the property of 
their respective owners. nVent reserves the right to change specifications without notice. 

  

  

  

 Copyright © 2020 nVent 

All Rights Reserved. 

https://schroff.nvent.com/


 

3 

 

Table of contents 

1 Safety 7 

 Intended Use 7 

2 Product Overview Guardian Management Gateway 8 

 Guardian Management Gateway Interfaces 9 

3 Installing and configuring 10 

 Connect to Network 10 

 Wired Connection to LAN 10 

 Serial Interface via USB Type B Connector 10 

4 Setting up Guardian Management Gateway 11 

5 Getting Started 13 

 Log in using the Web interface 13 

 Change Password 13 

 HTTPS Connection 14 

6 Web Interface GUI 15 

 Overview 15 

 Overview tree pane 16 

 Overview drop down menu 17 

 System Event Log 17 

 Alarm Table 18 

7 Managing External Devices 19 

 Managing Schroff environmental sensors 19 

 Overview Schroff sensor devices 20 

 Remove sensor device permanently 22 

 Managing Modbus devices 23 

 Connecting serial Modbus devices 24 

 Configure Port Settings 24 

 Discovering serial Modbus devices 24 

 Connecting TCP-connected Modbus devices 26 

 Discovering TCP-connected Modbus devices 27 

 Managing Schroff Side Heat Exchangers SHX-30 28 

 Managing TT_SIM Leak detection cable controllers 31 

 Managing Schroff RackChiller devices 32 

 Reachability 37 

8 HPI model: resources, sensors, controls 39 

 Resources 40 

 Change a resource name 41 

 Change the resource severity 41 

 Sensors 42 

 Numeric and discrete sensors 42 

 Sensor attributes and configuration parameters 44 

 Managing sensors with the Web interface 45 



 

4 

 

 User-Defined Sensor Types 47 

 Assigning sensor types to sensors 49 

 Controls 50 

 Examples 50 

 Events 52 

 Event categories 52 

 Event parameters 53 

 Event processing 53 

 Inventory 54 

9 Managed Sensors 56 

 Features of managed sensors 56 

 Attaching and detaching managed sensors 57 

 Managing attributes of managed sensors 58 

 Logging for managed sensors 59 

10 Group Operations on Controls and Sensors 60 

11 Users, Roles and Privileges 65 

 Create a new user 67 

 Set roles for a new user 68 

 Set preferred measurement units 68 

 Delete an existing user 70 

 Edit an existing user 70 

 Lock an user 70 

 Get the list of the roles 71 

 Create a new role 71 

 Delete an existing role 71 

 Edit an existing role 72 

 Preferred Measurement Units 73 

 Web Session Preferences 73 

 SSH public key 74 

 SNMPv3 User Settings 75 

12 Device Management 76 

 Global User Interface Preferences and Other Global Attributes 76 

 Device attributes, date and time 78 

13 Network Configuration 79 

 Network adapter configuration 80 

 IPv4 configuration 81 

 IPv6 configuration 82 

 DNS server configuration 83 

 Additional configurable DNS attributes 83 

 List of rejected DHCP servers 84 

14 Network Service Configuration 85 

 HTTP/HTTPS configuration 85 



 

5 

 

 SNMP Configuration 86 

 SMTP Configuration 88 

 SSH Configuration 89 

 Telnet Configuration 89 

 NTP Configuration 90 

15 LDAP Configuration 91 

16 BACnet 93 

 BACnet Overview 94 

 Device Object 94 

 Structured View 95 

 Analog Input 96 

 Binary Input 97 

 Multi-State Input 98 

 Analog Output 99 

 Binary Output 100 

 Mapping HPI events to BACnet events 101 

 Mapping alarms 103 

 Mapping the system event log 104 

 Mapping the Reinitialize Device service 105 

17 Security 106 

 Firewall 106 

 Login restrictions and password policy 108 

 Role-based firewall 110 

 SSL Certificate Management 111 

 Restricted Service Agreement 113 

18 Events and Actions 115 

 Event Filters 115 

 Actions 116 

 Expressions 118 

 Value Types 118 

 Expression Structure 118 

 Special Names 118 

 Variables 120 

 Sensor items 120 

 Control items 120 

 Constants 120 

 Operators 121 

 Alarm-related functions 122 

 Aggregate functions 123 

 Examples for event filtering rules and expressions 123 

 Periodic actions 125 

 Event log (SEL) 126 

19 Alarm Table 128 



 

6 

 

20 MCB Instruments 130 

21 Restart, Reboot and Factory Reset 132 

22 Firmware Upgrade 133 

23 Saving and Loading Configuration 136 

 Saving current configuration 137 

 Loading configuration 139 

24 Using SNMP 140 

 Guardian Management Gateway specific data types 141 

 Configuration MIB variables 144 

 Log MIB variables 155 

 Measurements MIB variables 156 

 Controls MIB variables 157 

 serverReachability MIB variables 158 

 sel MIB variables 158 

 smrcTrap MIB variables 160 

 Accessing Guardian Management Gateway via SNMP 162 

25 Technical Data 163 

26 References 164 

 

 

 

 

 



 

7 

 

1 Safety 

 

Read hardware manual and quick start guides 

The nVent SCHROFF Guardian Management Gateway & IPDU are intended to be installed and 
maintained by qualified and trained personnel in compliance with local and national electrical 
codes and safety regulations. 
The hardware description and the corresponding safety instructions are not scope of this manual. 
Before initial operation, read the resp. manuals. 

  

 

Before using the devices, check connectors and electrical cables. All connectors and cables must be 
designed and rated in accordance with the technical data. 

 

 

 Intended Use 

The nVent SCHROFF Guardian Management Gateway is an environmental monitoring platform designed to sense, track, 
store and alarm health and security parameters in an IT-datacenter infrastructure. 

The heart of the platform is a compact control unit with just 1U in height/depth and 250 mm in width, it can be installed 
ŀǎ мфέ ǳƴƛǘ ƻǊ ƛƴǘƻ ŀƴȅ ŀǾŀƛƭŀōƭŜ ǎǇŀŎŜ ƛƴ ŀ Řŀǘŀ ŎŜƴǘŜǊ ǊŀŎƪΦ 

The Guardian Management Gateway offers three sensor management ports with each port being able to monitor up to 
16 sensor devices with a total cable length of 40 meters per port, allowing a single Guardian Management Gateway unit 
to monitor multiple racks or complete rack aisles. 

Besides monitoring physical parameters like temperature, humidity, smoke, door status or water intrusion, the 
Guardian Management Gateway can also monitor Schroff RackChiller and In-Row Coolers ς with an easy plug and play 
installation. 

Set-up of the Guardian Management Gateway with security features, sensor configuration, user management, alarm 
and log management can easily done through a built in Web Interface. 

Main access to the Guardian Management Gateway is through the 1 GBE Network interface, supporting industry 
standard protocols like SNMP, SMTP, HTTPS, BACnet, Modbus/TCP and HPI. 

 

Features: 

¶ Data Center environmental monitoring platform 

¶ Compact Design, fits anywhere in a data center rack 

¶ Auto orientation LCD Touch Display 

¶ Web browser GUI or Command Line Interface (CLI) for setup and maintenance. 

¶ Three management ports to connect external sensors and Modbus devices 

¶ Up to 16 sensors/Modbus devices per management port with a cable length of 40 m 

¶ Supports Industry standard network protocols (HTTPS, SNMP, SMTP, Modbus/TCP) 

¶ BACnet support 

¶ AWS support 
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2 Product Overview Guardian Management Gateway 

 

 

1 USB Type A Interface 2 6 USB Type A Interface 1 

2 USB Type B interface (Console) 7 Sensor Ports 

3 Ethernet Interface 8 Touch Display 

4 RESET Button 9 Mounting Brackets  

5 12 VDC Power Input   
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 Guardian Management Gateway Interfaces 

 

 

The Guardian Management Gateway provides the following interfaces and connectors: 

ω м ¦{. Type-B interface (Console) 

ω о ǎŜƴǎƻǊ and Modbus device interfaces (RJ45) 

ω н ¦{. Type-A interfaces (USB 1 and USB 2) 

ω м 9ǘƘŜǊƴŜǘ ƛƴǘŜǊŦŀŎŜ όwW45) 

ω м [/5 ǘƻǳŎƘ ŘƛǎǇƭŀȅ 

ω м tƻǿŜǊ .ŀǊǊŜƭ /ƻƴƴŜŎǘƻǊ нΦмκрΦр ƳƳΣ ŦŜƳŀƭŜ 
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3 Installing and configuring  

 This manual describes how to operate and configure the Guardian Management Gateway via the 
web interface. 

Advanced users can operate and configure the Guardian Management Gateway using a terminal 
program via the command line interface.  

A User Manual with the Command Line commands is available on request under order number 
63972-385. 

 

 

 
For rack mounting and first steps, see the quick start guide, order no.: 63972-380 

 

 Connect to Network 

 

 Wired Connection to LAN 

To make a wired connection insert a network cable with RJ45 connector into the socket labelled "Ethernet" and connect 
the other end to your network device. Once you have a wired connection, you can use the Command Line Interface (CLI) 
or the Web Interface to access the Guardian Management Gateway 

 

 Serial Interface via USB Type B Connector 

To use a Command Line Interface (CLI) via the serial interface, connect your computer to the USB Type B connector 
labelled "CONSOLE". 
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4 Setting up Guardian Management Gateway 

After the Guardian Management Gateway is installed and connected to the network, a user can use Command Line 

Interface (CLI) or Web interface to connect and start communicating with it. For that, the user should know the IP 

address of the Guardian Management Gateway. 

 By default, the Guardian Management Gateway is configured to obtain its IPv4 address from a 
DHCP server. 

 

A DHCP server can be configured either to give the IP address to the Guardian Management Gateway from a dynamic 

pool (in which case it is not known in advance) or to assign a static IP address based on the MAC address of the Guardian 

Management Gateway. 

In any case, the assigned IP address can be seen by pressing the NETWORK button on the LCD screen of the Guardian 

Management Gateway. 

 

Assign static IP address 

To assign a static IP address, complete the following steps: 

¶ Connect your computer to the USB-. ǇƻǊǘ ƭŀōŜƭƭŜŘ ά/hb{h[9έ ǿƛǘƘ ŀƴ ¦{.-A/USB-B cable. 

¶ Determine COM port assigned by your computer to the USB Serial connection (Control Panel Ą System Ą 

Hardware Ą Device Manager Ą Ports > USB Serial Port). 

¶ Open a terminal program (e.g. PuTTY), set Serial line to the assigned COM port (e.g. COM3), the Speed to 115200, 

and the Connection type to Serial 

¶ [ƻƎ ƛƴ ŀǎ άŀŘƳƛƴέ 

¶ tŀǎǎǿƻǊŘΥ άŀŘƳƛƴέ 

¶ Assign the IPv4 configuration attributes for the network interface with CLI by entering the following command: 

netconf ip <interface> <ip_address>/<mask> [<ipv4_gateway>]  

- <interface>  is the name of the adapter (eth0) 

- <ip_address>  is the IPv4 address assigned to the interface, in the decimal-dot notation 

- <mask> is the subnet mask as the number of significant bits; the address with mask may look like 

10.183.7.110/24  

- <ipv4_gateway>  is the default gateway address in the decimal-dot notation, it is optional here. 

Example: 

netconf ip eth0 10.183.7.101/24 10.183.7.249  
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 To communicate with the Guardian Management Gateway using CLI or Web interface, the user 
should know a user name and the corresponding password. By default, two users are created: 
admin (password άadminέ) with administrative privileges and 
user (password άuserέ) with normal user privileges. 
Additional configuration of users can be done after logging in as admin. For security reasons, the 
password for the admin and user should be changed as early as possible. 
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5 Getting Started 

 Log in using the Web interface 

To log in to the Guardian Management Gateway using the Web interface, open the Web browser and point it to the 

Guardian Management Gateway IP address. The login dialog box appears: 

 

!ŦǘŜǊ ŜƴǘŜǊƛƴƎ ǘƘŜ ǳǎŜǊ ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘΣ ŀƴŘ ǇǊŜǎǎƛƴƎ ǘƘŜ ά[ƻƎƛƴέ ōǳǘǘƻƴΣ ǘƘŜ Ƴŀƛƴ ²Ŝō ƛƴǘŜǊŦŀŎŜ ǎŎǊŜŜƴ ŀǇǇŜŀǊǎΥ 

 

 Change Password 

To change the password for the current userΣ ƛƴǾƻƪŜ ǘƘŜ ƳŜƴǳ ŎƻƳƳŀƴŘ άUSER MANAGEMENTέ -Ҕ ά/ƘŀƴƎŜ PŀǎǎǿƻǊŘέΦ 

The άCHANGE PASSWORDέ ŘƛŀƭƻƎ ŀǇǇŜŀǊǎΣ ƛƴ ǿƘƛŎƘ ǘƘŜ ǳǎŜǊ ǎƘƻǳƭŘ ǘȅǇŜ ǘƘŜ ƻƭŘ ǇŀǎǎǿƻǊŘ ŀƴŘ ǘƘŜ ƴŜǿ ǇŀǎǎǿƻǊŘ όǘǿƻ 

times): 

 

The password will be changed. 
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 HTTPS Connection 

LǘΩǎ ǇƻǎǎƛōƭŜ ǘƻ establish a secure HTTP (HTTPS) connection to the Guardian Management Gateway. However the 

certificate that is originally installed on the Guardian Management Gateway is self-signed, and a warning like this is 

issued when the connection is established: 

 

 

To get rid of this warning, it is necessary to install a properly signed SSL certificate on the Guardian Management 

GatewayΤ ƛǘ ƛǎ ǘƘŜ ǳǎŜǊΩǎ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ǘƻ ƻōǘŀƛƴ ǎǳŎƘ ŀ ŎŜǊǘƛŦƛŎŀǘŜΦ 
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6 Web Interface GUI 

 Overview 
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 Overview tree pane 

 

 

 

  










































































































































































































































































































